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Wireless networks are becoming more and more prevalent in organisations of all sizes. They Services

enable new ways of working, including the use of hot desks, and also provide access

across your premises to the corporate network, from laptops, pocket computers, electronic Compliance &
notebooks and PDAs. But these networks can be full of security weaknesses and extremely Certification
vulnerable to attack.

Forensics &
Security Alliance offers wireless network penetration from one of the leading Investigation

providers in the UK to enable you to identify, minimise and manage the security

vulnerabilities associated with your wireless network.

Training &
We review your wireless network for existing security vulnerabilities, such as susceptibility to Auarenass
a denial of service attack, access point cloning, frequency jamming and platform hijacking.
We map the perimeter of your network and test the integrity of your encryption keys and Managed

e . . . Security Services
authentication mechanisms. Once completed, we issue a comprehensive report of our by

findings with simple and cost-effective measures to significantly minimise the security risk to
the data on your wireless network.

We will identify and test:

B All authorised and unauthorised access points.

B Existing access vulnerabilities.

B Network encryption integrity.

B Authentication methodology.

B Interception, monitoring and insertion vulnerabilities.
B Access point cloning vulnerabilities.

B DoS, jamming and platform hijacking vulnerabilities.

continued over...



SECURITY ALLIANCE FACTSHEET: WIRELESS NETWORK PENETRATION TESTING

Our wireless security testing will comprehensively

survey internal and external network security and

maximise the integrity of your wireless transmissions.

Typically, our wireless security audit will comprise:

A wireless security review and risk analysis of your
network. This will include identifying all authorised and
unauthorised access points and associated wireless

cards, range extenders and high-gain antennae.

A security penetration test to identify security
vulnerabilities and associated risks, and recommend the

implementation of new controls or modifications.

Identifying the number of wireless access points and the
associated channels broadcast.

Analysing wireless broadcast data which could be used to
identify the organisation. This will include the SSID and
network name, which is sometimes left as the default

setting of organisation name, street address and postcode.

Verifying if WEP is enabled, the bit key used, and whether
the encryption can be cracked.

Identifying the scope for unauthorised access to the
network through packet sniffers; modifying the settings if
weak passwords are used.

Assessing the potential for unauthorised access using
client-to-client attacks and inserting rogue access points.

Discovering the potential for Denial of Service (DoS) and
jamming through the use of rogue access points and
broadcasting on the same channel as the

organisation’s network.

Identifying the potential for inserting unauthorised access
points and clients within the organisational unit, and
instigating change control and regular wireless reviews to

enforce your policy.

Recommending security improvements to the network,
including correct position of access points and range
extenders to avoid excess wireless emanation beyond the
corporate boundary; design a change management

programme upgrading the wireless network.

Recommending enhancements for the security of
wireless traffic over WEP, such as client-based personal
firewalls and VPNs.

Security Alliance has selected Orthus for wireless testing services as part of its complete portfolio of

market-leading information security services from specialist providers.

Orthus is one of the leading UK-based providers of information security services, assisting 3:

enterprises in securing their digital information globally. It specialises in the design of

innovative and effective solutions using highly-trained and experienced information security

ORTHUS

professionals. The key value it brings to our customers is an independent assurance of the

reasonable protection of information assets, ensuring revenue streams and business integrity remain intact.

Security Alliance Limited

London Office: CityPoint, 1 Ropemaker Street, London EC2Y 9HT.

Hampshire Office: Pinewood, Crockford Lane, Chineham Business Park,
Basingstoke, Hampshire RG24 8AL.

Tel:

+44 (0)845 2270 333

Fax: +44 (0)845 2805 333
email: enquiries@securityalliance.co.uk

www.securityalliance.co.uk

© Copyright 2008 Security Alliance Limited

SECURITYALLIANCE




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /ENU (Use these settings to create PDF documents with higher image resolution for high quality pre-press printing. The PDF documents can be opened with Acrobat and Reader 5.0 and later. These settings require font embedding.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /FRA <>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




