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Your websites and software applications are a critical and fundamental part of your

business. Unfortunately they can also offer an open door to intruders. If you haven’t secured

them effectively, you are exposing yourself to a variety of potential dangers, including identity Compliance &
. . . . Certification

theft, fraud, financial loss, failure to meet regulatory requirements, brand damage, and

customer dissatisfaction and defection.

Forensics &
Security Alliance offers proven and cost-effective penetration testing of your Investigation

websites, applications and source code, to identify any vulnerabilities, and to

enable you to plug those gaps.

Training &
For this critical area of security, we deliver quality and expertise plus all the economies Auarenass
offered by remote offshore web site and application testing. Our fully-managed security
testing and certification programmes reduce your ongoing exposure to security risks and Managed

. . . . Security Services
increase your ability to exploit the internet further as a secure low-cost channel. by

Our security testing services offer:

B Certification: we offer a stringent certification programme which helps to demonstrate
to your customers and other stakeholders that your web applications meet — and
continue to meet — the most exacting testing criteria and are resistant to attacks.

B Exhaustiveness of testing: we check web sites, applications and code against a
comprehensive set of vulnerabilities and threats, as well as through a custom-developed
threat profile for your application. Our testing service is far more exhaustive than any
automated tool-based testing.

B Consistency: we follow a rigid testing process developed to the highest levels of
quality assurance. We continually benchmark our process against industry standards,
adding new vulnerabilities and attack methods as they evolve.

B Value: we deliver the highest-quality testing service, provided by experts, but with all

the value expected from using offshore testing centres.

continued over...



SECURITY ALLIANCE FACTSHEET: WEBSITE, APPLICATION AND SOURCE CODE TESTING

B Accessibility: our unigue online portal gives you ease of access to our management
dashboard, to review progress, access reports and gain the latest information on threat

levels across your universe of applications and networks.

B Speed: many customers want quick results to ensure fast mitigation. Our highly-streamlined
testing processes deliver faster results while still maintaining exhaustiveness and accuracy.
And, through globally-distributed operations, we can schedule tests quickly and respond
immediately to client demands.

Our application security assurance programme follows a tried and testing process:

Study Technical
Architecture of
application

Identify

Analyse Application

Parameters Meaning of variables

Business Risk
Lifetime of variables

Variable integrity enforcement

Application Features Application Map Application

List Business Risks components and Parameters to

from customer interfaces Business Risk . —

Select known Risks Auth. mechanisms Identify parameters to exploit Risk

from Paladion DB State tracking Identify techniques to exploit parameters
Brainstorm on mechanisms Develop Test Cases

additional risks

Define test cases Internal checklists
based on results Execution of Test

Based on standards
Cases

Based on identified Risks
Formulate test plan

Tools

Reporting &
Certification

Findings
Solutions Recommendations
Plynt Certificate

Security Alliance has selected Plynt for penetration testing services as part of its complete portfolio of
market-leading information security services from specialist providers.

Plynt is a leading global provider of security testing. It offers a full range of cost-effective testing

services for web sites, applications and networks. Plynt is the security testing division of Paladion, /\

which has been recognised by Deloitte as the fastest growing information security company in Asia. pl_ N'I'
Plynt combines in-depth security expertise with the economies gained by using highly-skilled offshore N

testing centres to create award-winning security programmes for its clients

Security Alliance Limited
London Office: CityPoint, 1 Ropemaker Street, London EC2Y 9HT.
Hampshire Office: Pinewood, Crockford Lane, Chineham Business Park,

Basingstoke, Hampshire RG24 8AL.
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