
To ensure your environment is truly secure, your security should be an integral part of your

system’s design. By implementing fundamental and effective control and accountability

features, you can significantly minimise the security risk to your system.

Security Alliance will help you design, procure, install and test a cost-effective security

architecture which will protect your network and ensure your data stays safe. In particular, we

can enhance the security of your LAN, WAN, intranet, extranet or web site system architecture.

By implementing a well-designed security architecture, you’ll establish and maintain the

integrity of your organisation’s information infrastructure.

Features of our Security Architecture Review include:

■ Host and network-based intrusion detection solutions.

■ Active content monitoring and filtering.

■ Remote and network authentication solutions.

■ Anti-virus and anti-malicious software solutions.

■ Host and network vulnerability scanning solutions.

■ File and session encryption authentication solutions. 

■ PKI and digital certificate applications.

■ Virtual private networks.

■ Secure email applications.

■ Firewall solutions.

■ System integrity monitoring.

continued over…

Security Alliance provides a complete portfolio of
world-class information security services.
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Security Policy Review

Once you’ve understood your security implications and

identified the risks you face, we then recommend that you put

in place policies which will effectively manage those risks. 

We will deploy trained and seasoned information security

policy analysts to read through your existing policies to identify

duplication and gaps. We will then create clear, concise and

effective corporate network and end-user security policies

which will protect the integrity of your business. And we will

also ensure that these policies counter the specific threats

identified in a risk analysis.

Typically, we will include policies which cover:

■ Acceptable Encryption

■ Acceptable Use

■ Analog/ISDN Line

■ Anti-Virus Process

■ Application Service Provider

■ Application Service Provider Standards

■ Acquisition Assessment

■ Audit Vulnerability Scanning

■ Automatically Forwarded Email

■ Database Credentials Coding

■ Dial-in Access

■ DMZ Lab Security

■ Email

■ Email Retention

■ Ethics

■ Information Sensitivity

■ Internal Lab Security

■ Internet DMZ Equipment

■ Password Protection

■ Personal Communication Device

■ Remote Access

■ Remote Access - Mobile Computing and Storage Devices

■ Risk Assessment

■ Router Security

■ Server Security

■ Server Malware Protection

■ The Third Party Network Connection Agreement

■ VPN Security

■ Wireless Communication

Security Alliance has selected Orthus for security architecture reviews as part of its complete portfolio of market-

leading information security services from specialist providers.

Orthus is one of the leading UK-based providers of information security services,

assisting enterprises in securing their digital information globally. It specialises in the

design of innovative and effective solutions using highly-trained and experienced

information security professionals. The key value it brings to our customers is an

independent assurance of the reasonable protection of information assets, ensuring

revenue streams and business integrity remain intact.

Security Alliance Limited

London Office: CityPoint, 1 Ropemaker Street, London EC2Y 9HT. 

Hampshire Office: Pinewood, Crockford Lane, Chineham Business Park,

Basingstoke, Hampshire RG24 8AL. 

Tel: +44 (0)845 2270 333 

Fax: +44 (0)845 2805 333 

email: enquiries@securityalliance.co.uk

www.securityalliance.co.uk

© Copyright 2008 Security Alliance Limited
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