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While prevention is better than cure, unfortunately most organisations will suffer a security Services
incident at some point. If you do, it’s vital to find out why it happened and then to
implement strong controls and processes to stop it occurring again. And without expert Compliance &

help, you may lose the vital evidence needed to support any future litigation. Certification

Security Alliance offers an exhaustive digital forensics service which enables you to react .
y 9 y Forensics &

more quickly and more effectively to digital incidents. Starting with an investigation and Investigation

moving through — if necessary — a full forensic examination of your systems, devices and

data, you will be in a position to pinpoint exactly why your security has been breached. You

Training &
can then move on to using Security Alliance’s complementary services to plug the gaps in Awareness
your security.

Our forensics and investigations services are provided by a market-leading Managed

h . . . Security Services
organisation which has spearheaded the use of remote forensics. by
Remote forensics is a secure architecture upon which full digital forensics, imaging and
analysis can be conducted, without pulling any of the data back across the network. It
allows our experts to be ‘on site’ anywhere in the world at the press of a button, performing

all the usual forensic tasks of imaging, analysis and reporting.

This unique approach comprises remote controlled forensic hardware ‘PODs’ which sit in a
customer’s locations and are brought into play when an incident occurs. Nothing is
physically installed on your system: your POD is accessed via a Forensic Incident
Management Service, which is a unique, sophisticated and secure web-based application.
At the first sign of a digital incident, the suspect media is placed into the POD by technical
support and is then securely accessed by a remote forensic specialist. They image the data
and analyse it immediately.

Remote forensics doesn’t touch your networks. There is no need to access the corporate
network and no software is installed on any other computers.

continued over...
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We also offer a wide range of the highest-quality
forensic services.

Our specialists provide services in the following areas;

B Computer Forensic Analysis: typical cases for
investigation include IP theft, fraud, identity theft, email
abuse and inappropriate content. We can provide a
comprehensive range of covert internet investigation and
analysis. Every case where computer forensics is
involved is examined and progressed in accordance with
ACPO guidelines and results are delivered in clear,
factual and easy-to-understand reports.

B Mobile Phone & PDA Forensics: the capacity of mobile
phones to store and steal intellectual property is vast.
With more companies issuing corporate mobiles to
greater numbers of staff with few controls over their
usage and even less ability to check for misuse, the
possibility of fraud, theft of IP or other misuse is high.
We use a variety of software tools and hardware
equipment to examine the contents of a mobile phone,
in accordance with industry guidelines and the rules of
continuity and evidence handling.

B Internet Investigations: the internet has become a key
area for crime. Incidents can range from blackmail email

to full credit card fraud. Not only do we offer detection in
this area, but also consultancy to harden systems after
an incident.

Expert Witness Services: we have analysts and
investigators who are experienced in delivering expert
testimony in court. The reports we deliver at the end of a
case are succinct and jargon-free while retaining their
technical credibility. Where required, we can provide
court-ready statements and associated productions
which meet the demanding requirements of both the civil
and criminal legal system.

Data recovery: in the event of logical (ie structural)
damage, we can recover data from all types of digital
media including all RAID configurations. In the event of a
disk stopping to spin or suffering some other form of
physical component failure, we offer a no-fix, no-fee
service to recover data.

Document forensics: there is more valuable forensics
data stored in documents than the host application will
let you see. We can examine files such as Word or Excel
and other document formats to reveal past authors and
editors, saved paths, original document names and, in
some instances, the actual revisions and modifications
made, the dates and times of these and who made them.

Security Alliance has selected Evidence Talks for forensics and investigations as part of its complete portfolio of

market-leading information security services from specialist providers.

Evidence Talks is one of the most highly-regarded digital forensic consultancies in the UK, leading
the way with unique solutions to the digital security problems faced by all organisations. Its team
of experts will help you prove who did what, when and where.
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